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February 27, 2023 
 
The Honorable Patrick McHenry The Honorable Maxine Waters 
Chairman Ranking Member 
House Committee on Financial Services House Committee on Financial Services 
2129 Rayburn House Office Building 4340 O’Neill House Office Building 
Washington, D.C. 20515 Washington, D.C. 20515 
 
Dear Chairman McHenry and Ranking Member Waters: 
 
The Consumer Bankers Association (CBA) submits this letter for the committee’s February 28, 
2023 markup of bills. We appreciate the committee’s continued attention to consumer data privacy 
and the need for consistent privacy protections. CBA is the voice of the retail banking industry 
whose products and services provide access to credit to millions of consumers and small businesses. 
Our members operate in all 50 states, serve more than 150 million Americans, and collectively hold 
two-thirds of the country’s total depository assets. 
 
CBA supports the creation of a national preemption that is a central component of the Data Privacy 
Act which would provide consistency across all states. In addition, we urge Members to oppose any 
attempts to add a private right of action to the bill which would negate the benefits of a federal 
preemption. A private right of action would result in multiple judicial rulings in states across the 
country, causing a complex and costly compliance construct for covered institutions. 
 
The State of Data Privacy 
 
Policymakers are rightly concerned about how consumers’ sensitive personal information is 
collected, shared, protected, and stored as significant data breaches have become prevalent. 
According to the Identity Theft Resource Center, in 2022, the number of data breaches in the United 
States totaled 1,802, just short of the record of 1,862 set in 2021.1 Importantly, none of the most 
significant data breaches in 2022 that were reported in the ITRC report took place at a bank. This 
can be attributed to the banking industry’s deep commitment and capital investment in data security 
that creates the safeguards required by the Gramm-Leach-Bliley Act (GLBA) and accompanying 
regulations. 
 
CBA members take seriously their responsibility to clearly explain how consumer data is used and 
to protect against criminals’ nearly constant attempts to steal it. Since the enactment of GLBA in 
1999, financial institutions have been subject to rigorous data security protocols to safeguard 
sensitive consumer information and report to federal authorities and affected consumers if and when 
a breach occurs. Banks are also required to provide their customers with a clear privacy notice 
detailing information collection and sharing practices, which includes the ability to opt out of the 
sharing of information with non-affiliated third parties. This notice is provided at the beginning of 
the customer relationship and annually thereafter. Banks are examined by their prudential regulators 
on these standards and may face fines or other penalties if found to be non-compliant. 
 
As Congress considers the creation of a national data privacy framework, policymakers must first 

 
1 https://www.idtheftcenter.org/post/2022-annual-data-breach-report-reveals-near-record-number-compromises/ 
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recognize the differences in data collection practices among industries. Federal law requires banks 
to collect certain information to conduct a customer transaction. For example, if a consumer wants 
to open a checking account, pursuant to the Bank Secrecy Act, the bank must obtain information to 
fulfill its Customer Identification Program requirements, such as date of birth, address, and 
identification number. As an additional benefit to customers, banks also use personal data to 
develop banking products and services that are customized to a customer’s needs. Utilizing 
consumer data to conduct financial transactions authorized by the consumer is far different than a 
social media platform collecting consumer data to sell to marketers. 
 
The Need for Strong Preemption 
 
While GLBA and subsequent regulations require banks to adhere to these rigorous standards, a 
number of states have enacted their own data privacy laws.2 These state laws often conflict with one 
another, resulting in a patchwork of laws that provide inconsistent consumer protections and lead to 
significant compliance inefficiencies. These variations between states also inhibit national employee 
training and consumers’ understanding of their privacy rights. 
 
In an economy that is increasingly digital and mobile, Americans and their devices cross state 
borders regularly. Consumers can obtain products and services from anywhere in the country, but 
unfortunately, consumer protection often depends upon which state a consumer resides in. To 
eliminate these inefficiencies and ensure privacy protections are consistent between states, Congress 
should exercise its constitutional authority to regulate interstate commerce by enacting a robust, 
comprehensive federal data privacy standard which preempts these state laws and does not have 
gaps or carveouts. CBA appreciates that the Data Privacy Act includes a national preemption and 
urge Members to support maintaining the preemption provisions as the bill progresses. Such a 
standard would help guide the economy into the future and ensure consumers receive consistent 
protection nationwide by facilitating a uniform regime of standards and compliance regardless of 
location. 
 
Oppose a Private Right of Action 
 
CBA opposes any private right of action that would be imposed on a bank with respect to consumer 
data privacy legislation. CBA appreciates that the Data Privacy Act does not include a private right 
of action and urges Members to oppose any potential amendments that would attempt to add a 
private right of action. As discussed above, the banking industry has a solid record of protecting 
consumers’ sensitive data and complying with applicable privacy disclosure requirements. Banks 
are one of the most highly regulated industries and are subject to rigorous supervision by a host of 
federal agencies, including the OCC, Federal Reserve, FDIC, and CFPB. If a consumer believes 
their bank is not meeting these obligations, all of the agencies have robust consumer complaint 
processes to address grievances, and bank regulators do not hesitate to enforce appliable 
requirements. Additionally, the CFPB is in the process of writing rules to implement Dodd-Frank 
Section 1033 which governs consumer data access.3 
 
A private right of action could open the door to frivolous litigation from plaintiffs’ attorneys even 
though complaints are already handled and resolved efficiently through existing regulatory 

 
2 https://iapp.org/resources/article/us-state-privacy-legislation-tracker/ 
3 https://www.consumerfinance.gov/personal-financial-data-rights/ 
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structures and internal dispute resolution processes.  
 
It would further encourage class actions for minor compliance infractions– and as in many class 
action lawsuits, businesses are forced to settle to avoid exorbitant litigation costs even if the firm is 
not at fault. When banks have to defend against these complaints in court, resources are diverted 
from areas where they are more productive, resulting in less innovation and higher costs for 
consumers. Furthermore, allowing enforcement by a private right of action would result in different 
judicial interpretations of the law, so a consumer in one state could have very different privacy 
protections than a consumer in another state. This would defeat the purpose of having a uniform 
national data privacy standard. Given all of these factors, CBA believes that enforcement of 
consumer data privacy protections for banks should remain with the prudential banking regulators. 
The existing structure of regulation, supervision, and enforcement, coupled with the strong privacy 
rights proposed in the legislation being considered in this markup, are sufficient to ensure that 
consumers are protected. 
 
Thank you for considering our views. CBA stands ready to work with Congress to enact a strong 
national data privacy standard, and we appreciate the opportunity to submit this statement for the 
record. 
 
Sincerely, 
 

 
Lindsey Johnson 
President and CEO 
Consumer Bankers Association 


